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NTRU-+ Construction
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Overview of NTRU-+

o NTRU-type KEM over an NTT-friendly ring
- Ry =Zfe/(a" — 2"+ 1)

o Simple distribution: centered binomial distribution (CBD)
— Py : bo — b1 € {71,0, 1} with bo,bl — {0, 1}

o Compact parameters with negligible worst-case correctness error
o IND-CCA security without re-encryption

o Parameter sets: NTRU+768, NTRU+864, NTRU-+1152
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GenNTRU[¢!]: A Variant of Classical NTRU

o Gen(1>‘)
— sk=f=3f+1, pk=h=3gf"'eR,
« sample f’, g < %7 until f is invertible in R,

o Enc(pk,m € {-1,0,1}")

—c=hr+meR,
. T(-’l/)?

o Dec(sk,c)
— m = (¢f mod® ¢) mod® 3

o Correctness condition
— |13(gr +mf’") +m||, < ¢q/2 = depends on the message m
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Correctness Issue in the CCA Setting

o In the FO transformation:
— An adversary can choose m to trigger decryption failure
o 7 = H(m) is hash-derived and not directly controllable

— Decryption failure may leak information about the secret key

(&
Decapsulation (T (r, K) = H(m)
Oracle . ¢ = Enc(h,m;r)

If K #K', 13- (gr +mf") +ml, >3
= leakage about g and [’

Green: known to adversary  Red: secret information
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Fixing the Correctness Issue

o How do we prevent adversarially induced decryption failures?

o Solution 1 - perfect correctness

— No (m,r) pair causes decryption failure
— Requires larger modulus ¢ and/or fixed-weight (m,r)

o Solution 2 - negligible worst-case correctness error

— Encrypt M = Encode(m, r) instead of m
o M remains honestly distributed (r is hash-derived)

— Proposed in NTRU-B [2], refined in NTRU+ [4]
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Semi-generalized OTP (SOTP)

o Encode(m,u)
- me {0,1}"
— u = (up,ur) € {0,1}" x {0,1}"
— return y = (M B ug) — g

y ~ Y7 if ug,ug +{0,1}"

o Decode(y, u)
— u= (up,u1) € {0,1}" x {0,1}"
— Ify+us ¢{0,1}", return L
— return m = (y + u1) ® up
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PKE’ = ACWC,[GenNTRU[¢?], SOTP, G]

o Enc'(pk,m € M',r + ¢}') o Dec'(sk,c)

— M = Encode(m, G(r)) — M = Dec(sk,c)
— ¢ = Enc(pk, M;r) — r = RRec(pk, M, ¢)
ec=hr+M o r=(c— MR
— return ¢ — m = Decode(M, G(r))
— lfm=Lorr¢R, return L
— return m
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FO without Re-encryption

o Encap(pk) o Decap(sk,c)
— m <+ {0,1}" — m = Dec'(sk, c)

— (K,r) « H(m) o M = Dec(sk,c)
— ¢ = Enc'(pk,m;r) o 7 = RRec(pk, M, c)
o M = Encode(m, G(r)) o m = Decode(M, G(r))

o ¢ = Enc(pk, M;r
“ : — (K,r") =H(m)

— return (¢, K) If e=Enre{phsmryrecRr =1/
- - IRAUZ) v JT=1T,

and m #1

o return K

— Else, return L
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Final NTRU+

o Gen(1%)
— fr YT until f =3f" + 1 is invertible
— ¢+ ¢} until g =3¢’ is invertible
~ pk=h=gf"!
— sk=(f,h~',F(pk))
return (pk, sk)

o Encap(pk:) o Decap(sk,c)
m < {0,1}" — M = (¢f mod® g) mod® 3
— (K, R) < H(m,F(pk)) —r=(c—M)h™!
— 7« ¢} with randomness R — m « Decode(M, G(r))
— M <« Encode(m, G(r)) — (K, R) <= H(m, F(pk))
—c=hr+M — 7/ < 97 with randomness R
— return (¢, K) — Ifm=1orr#7 return L

— Else, return K
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Reference Code Structure

o kem.c
— crypto_kem_keypair
— crypto_kem_enc
— crypto_kem_dec

o symmetric.c

o po

hash_f, hash_g, hash_h

ly.c

poly_tobytes, poly_frombytes

poly_cbdl, poly_sotp_encode, poly_sotp_decode
poly_ntt, poly_invntt

poly_baseinv, poly_basemul, poly_basemul_add
poly_sub, poly_triple, poly_crepmod3

o ntt.c

ntt, invntt
baseinv, basemul, basemul_add
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Ring Operations
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The Ring Structure of NTRU+

o NTRU+ is defined over the cyclotomic ring

Ry = Zglz] [ (z™ — "% 41), n = 2031

o If a primitive 3n/d-th root of unity ¢ exists in Zg,

n/d
Ry = [[ Zy[21/ (2" = G)

i=1

where ¢; € {¢¥F | k=41 (mod 6)}.

o In NTRU+, small values d € {3,4} are used.
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Advantage of the Product Ring

o Original ring: Zy[z] /(2™ — 2™/% + 1)
— Multiplication cost (naive): O(n?)

o Product ring: [[1% Zy[2]/(z? — ¢)
— Multiplication cost (naive): O(nd)

o Since d < n, O(nd) < O(n?).

How can we efficiently realize the ring isomorphism?

= Number Theoretic Transform (NTT)
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Mixed Radix NTT in NTRU+

o Ry =Zg[x]/(a™ — x™? + 1),

n = 2a3b—1

o NTRU+ uses three types of NTT layers in the following order:
— Initial Radix-2 NTT layer [5]
— Standard Radix-3 NTT layers [3]
— Standard Radix-2 NTT layers [1]

Standard

Standard

Initial
" ¢ Radix-2 | Radix-3 | Radix-2 d| ¢ | £=3n/d
768 | 3457 1 1 5 71 2 o
864 | 3457 1 2 2 3 9 g6d
1152 | 3457 1 2 2 21 9 86d

Table: NTT layer configurations
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Example of Mixed Radix NTT

Input

Initial
Radix-2

Standard
Radix-3

Standard
Radix-2
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Initial Radix-2 NTT Layer

o Evaluation at two inputs (1, %°)
— 1) : a primitive sixth root of unity modulo ¢

a(z) = ao(z) + a1 (x)z"/?

Zyle) /(™ — 2™/? + 1)

/\.

Zgl] /(x™? = 1)) Zgla]/(z™/? — y)

ao(z) = ag(x) + a1 (x)y an(x) = ao(2) + a1 (x)y”
= ao(x) + al(ac) —ai (l)w

2a0(x) = ao(x) + a1(x) — a1 (x)
a1(z) = (ao(x) — a1 () (¢ —¢°)
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Standard Radix-3 NTT Layer (1)

o Evaluation at three inputs: (, 8,7) = (o, aw, aw?)
— w: a primitive third root of unity modulo ¢

Zg[z]/ (@™ — o®)

a(z) = ao(z) + a1 (x)z™/? + az(x)x?"/3

> Zq [x]/(x"/3 —a) | ao(z) = ao(z) + a1 (z)a + az(x)a?

| Zg[2]/{=™/® — B)

a1(z) = ag(z) + a1(z)B + az(x)pB?

= ap(x) — az(z)a? + w(ar (z)a — as(x)a?)

| Zgla] /(=% )

as(z) = ao(z) + a1(z)y + az(z)y?

= ap(x) — a1(2)a — w(al (z)a — az(x)a?)
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Standard Radix-3 NTT Layer (2)

o NTT

=2 ® 9
=2 &®»
NN
~
R
S Q9
N o= O
288
~_ _—

o Inverse NTT
1 1 1 1 a o ap(x) ap(x)
a"t pg7to47t 1 B p? ai(z) | =3 | ai(x)
a™? 72 472 \1 4 4P az(w) az(x)
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Standard Radix-3 NTT Layer (3)

Zylal /(™ = a®) | a(z) = ao() + a1 ()2"/3 + az(x)a2/3

A

1 Zglz]/(z"/3 = @) | Bao(x) = ao(x) + a1(x) + d2(x)

3a1(z) = do(x)a™t + a1 (x)8~! + ag(z)y?!

= o !(ao(2) - a1(e) — w(ai(z) — a2(2)))

| Zq[x]/ (=™ ~ B)

3az(x) = ap(z)a™2 + a1 (x)82 + ao(z)y~?
= a %(ao(z) — a2(e) +w(ai(z) - a2()))

] Zgla]/(z™/® — )
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Standard Radix-2 NTT Layer

o Evaluation at two inputs (¢, —()

a(z) = ao(z) + a1 (z)z™/?

Lglz]/ (™ — ¢?)

/\

Zgle] /(™% ~ C) Zgla] /(2™ +C)

ao(z) = ag(x) + a1 (x)C a1(z) = ao(z) — a1 (x)C

2a0(z) = ao(x) + a1(x)
2a1(z) = (ao(x) — a1 ()¢ "

22/38



Example for n =24, d = 2 (3n/d = 36)
0 Zylal/(2* — &' +1) = [;2; Zqle]/(a® — Gi)

— (: primitive 36-th root of unity modulo g.
o (*¥=—1 (mod q), ¥ =¢° (mod q), w=¢*? (mod q)

S 12 41 = (212 - (8)(212 C30
= (z* = %) (" - CM)(l‘ =) (@ = (1) (2t = ¢*P) (2t — 434)
= (2® = ¢)(2? = (") (a® = (T)(a* - C2 )(z* — () (2 = ¢
(2% = ) (2% = () (2? = (M) (a® = ) (2 — (M) (2® — ¢*°)
6 30
2(4) /1*4\ 26 10(20) — 2 T 34
¥ X ¥ X ¥ X F R ¥ X ¥ X

1 19 7 25 13 31 5 23 11 29 17 35
MV =¢?2=w (modq) = w¢2=¢ (modq)

¢i¢T=¢=-1 (modg) = (T'=-¢" (modg)
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Standard Radix-3 NTT Layer (4)

Zglz] /(=" = a®) | a(z) =

] Zqlz]/(z"/? — o)
| Zg[x]/(z"/® ~ B)
] Zql2]/ (™% — )

ao(z) + a1 (x)z™/3 + az(x)x2n/3

3ag(z) = ao(z) + a1 (z) + az(x)

3a1(z) = do(z)a™t + a1 (x)B~! + ag(z)y !
= wa™ ! (a2(z) - ado(z) — w(ai(z) - ao(x)))

3aa(x) = ap(z)a™2 + a1 (x)82 + ag(z)y 2

= wla2(ax(x) — a1(x) + w(a () — ao(x)))
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Arithmetic in the NTT Domain

o Addition / Subtraction = unchanged

o Multiplication / Inversion = component-wise

n/d
Zyla) /(" — 2" + 1) = ] Zlal/(a - G)
=1
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Arithmetic in Z,[z]/{z? — ) (d = 2)

o Let a(x) = ap + a1z, b(x) = by + bz € Zg[x]/(2* — ()
o Multiplication

— c(z) = a(z)b(z) = agbo + (agby + arbo)z + a1byx?
= (aobo + alblo + (a0b1 + albg)x

co| _ |ao a1 |bo
C1 al ag bl
o Inversion

— If b(x) = a(z)!, then

b=l ] e )
bi]  |ar ao 0 2—a¥¢ |-m
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Arithmetic in Z,[z]/{z? — ) (d = 3)
o Multiplication
— ¢(z) = a(x)b(x)

Co ap ax¢ ai1C| [bo
ci| =lar ao al| b1
2 ax a1 ap | [be

o Inversion
— If b(x) = a(z)!, then

bo ap a0 aig 1 |
b1 = (a1 Qg CLQC Of =d™ Cl/l
b2 ag aq an 0 CLIQ

where

/ 2 ! 2 /2
ay = ap — Caraz, aj; =Ca; —apai, ay = aj— apas,

d = apafy + C(a1ay + asay) = a3 — 3Capayaz + (a3 + ¢(2as.
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Arithmetic in Z,[z]/{z? — ¢) (d = 4) (1)

o Multiplication
— ¢(z) = a(x)b(x)

Co ag a3z a2C ai1C| [bo
ci| _ |a1 ap a3¢ axC| |by
ca| a2 a1 ap as3C| |ba
c3 a3 az a1 ap ] |b3

o Inversion
— If b(z) = a(z)7 !, then

1

bo ap a3¢ a( aig 1
bi| _ |ar ap asC aC 0
bo ax a1 ap asC 0
bg as as ap agp 0

Direct inversion ignores the ring structure
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Arithmetic in Z,[z]/{z? — ¢) (d = 4) (2)
o Inversion in Z,[z]/(x* — ¢) can be reduced to inversion in
Zg[2)/(z? — ¢) with z = 22 [6].
o Let z = 22 and write
a(z) = ap + a1z + agx® + azx® = ag(2) + a1 (2)z
where ag(z) = ap + a2z and a;1(z) = a1 + asz.

o Then, for b(z) = by(z) + by (2)z with b(z) = a(z)~,

o= ) 2] -
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Inversion in Z,

(@]

In all cases, we require inversion in Z,

o

For constant-time execution, we use exponentiation

(¢]

By Fermat's little theorem:

ForaeZ;, a7 =

= a-a?=

o Hence, exponentiation by ¢ — 2 yields

-2 _ a"! (aEZ;), o
a _{o (a=0) (mod ¢)
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Inversion in Zsy57

o Square-and-Multiply for ¢ — 2 = 3455 = (110101111111)9
— Total cost: 11 squarings + 5 multiplications

ti=a // 10
ts=t1=a*  // 100
to=t3=a®  //1000
ty =t3=a'® // 10000
t1 =t -ta = a'®// 1010
ty =t1 -t3 = a®®// 11010
ty =13 =a"® // 110100
ta =ty -a=a" // 110101

t1

=t -t =a® // 111111

=t3=4'"" // 1101010

=3 =0a*? // 11010100
=2 =4"" //110101000
=12 =04 //1101010000
=2 =4'"" // 11010100000
=2 =4%"  // 110101000000
=ty -t = a®"®// 110101111111
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Batch Inversion in NTT domain

o Batch inversion
— n/d inversions = 1 inversion + 3(n/d — 1) multiplications in Z,

n/d
Zola] /(" — 2" + 1) = T]Zqla)/(a? - )
1=1
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Batch Inversion (Montgomery's Trick)

o For two elements:

(a0, a1) = (agt,a7t) = ( a;  ag >

apal ’ apay

Only one inversion: (aga;) ™!

o For three elements:

-1 -1 -1 ai1a apa2 apal
(aﬂaalva’Q) = (CLO aal )CLQ ) - ) )
apaiag apaiaz apala2

Only one inversion: (agajas) ™
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Batch Modular Inversion (Montgomery's Trick)

Algorithm 1: Batchlnv

Ensure: If a; # 0 for all ¢, then b; = a;l; otherwise b = (0, ..

Require: Array a = (ao, ..., ax-1) € Zf
1. tg < ag
2: fori=1to k—1do
3: t; < ti_1-a;
4: tnu + t,;_ll
5: for i = k — 1 downto 1 do
6: b; < t;—1-inv
7: 1NV 4 1NV - a;
8: by < inv
9: return (bg,...,br_1)

.,0).
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Resources
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NTRU+ Official Resources

o Official homepage
— https://www.ntruplus.org/

o GitHub repository for source code:
— https://github.com/ntruplus/ntruplus
o Reference implementation: C code focused on clarity and correctness

» Optimized implementation: high-performance C code
o Additional implementations: Intel AVX2 and ARMv8-A NEON

o Resources for NTT

— https://data.ntruplus.org/ntt.pdf
— https://github.com/ntruplus/ntt_for_ntruplus
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https://data.ntruplus.org/ntt.pdf
https://github.com/ntruplus/ntt_for_ntruplus

Thank You for Your Attention!

Any Questions?
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Initial Radix-2 NTT Layer

o Ry = Zz]/(a" — 2™ + 1)
— ) : primitive 6-th root of unity modulo ¢
o ' #1 (mod q) for i € [1,5)
o Y5 =1 (mod q)

— Fact 1: 92— +1=0 (mod q)

e W0 —1= @ - )W+ 1)? =9 +1) =0 (mod q)
« By the definition of ¢, ¢ — 1 +1 =0 (mod g)
o Fact 1-1: 3 +1= (v +1)(¥? =¥+ 1) =0 (mod q)

— Fact 2: 22—z +1=(z—¢)(x —¢°)
« [@-9)@—y) = ¢i ) +¢° (mod q)

z” — (
.Fact211p+z/) =9 —¢? =1 (mod q)
o Y5 =1 (mod q)

— gt — V2 41 = (ac"/2 — w)(ﬂr”/2 — %) (. Fact 2)
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Standard Radix-3 NTT Layer

0 Ry = Zyfa)/{a" — (%)
— w : primitive 3-th root of unity modulo ¢
e w'#1 (mod q) fori € [1,2]
o w¥=1 (mod q)

— Fact I: w? +w+1=0 (mod q)
e w—1=(w-1)(W+w+1)=0 (mod q)
« By the definition of w, w? + w+1=0 (mod q)

— Fact 2: 23 = 3 = (z — a)(x — B)(x — )
ca=¢ B=Cw y=(w
« @—a)(z—B)(x—7) =" — (a+B+7)2° + (af + By +ya)z — aBy
e a+B+v=C¢1+w+w?) =0 (mod q) (. Fact 1)
o af+ By +vya=((w+w+w?)
=¢(1+w+w?) =0 (mod q) (. Fact 1)
o afy =Cw® =¢ (mod q)
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Standard Radix-3 NTT layer

o NTT

Q
L
=@
L
3

1 1 1 1 a o\ [ap(x) ap(x)
1 g 8| @) | =3|ai()
a™? 72 42 \1 v 9?) \aa(2) as(z)

— 2+ B2+ =(a+B+7)* —2(aB+ By +ya) =0 (mod q)
L4 B 4y = (aBy) HaB + By +ya) =0 (mod q)
72_’_572_’_,}/72

(a—l + B—l +’Y_1)2 _ 2(a—16—1 + B—l,y—l +’7_1CY_1)
(@487 +y )2 207187y Ha+ B+v) =0 (mod q)

e Q
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